Time-based ray tracing forwarding in dense
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Abstract Wireless nanonetworks, consisting of nodes of nanometric size, are an
emerging technology with various applications, such as in medicine, metamate-
rial and agriculture. As in any multi-hop network, routing is an important primi-
tive. Due to their extremely small sizes, nanonodes’ energy budget is rather limited,
hence any method to reduce the energy used is of paramount importance. The en-
ergy is influenced, among others, by the number of packets sent and received, and
forwarding nodes. This paper proposes ray tracing forwarding, where only nodes
having received duplicate packets in the same time slot can forward them. Simu-
lations in a dense nanonetwork show that the forwarders form a quasistraight line
and can deviate at borders. In long nanonetwork environments such as blood ves-
sels and branches, the ray tracing forwarding outperforms the coordinate-free and
coordinate-based routing methods found in the literature.

1 Introduction

Nanotechnology allows the design of integrated nanodevices at the nano scales,
opening a wide range of novel applications that could not be imagined in macro
scales. Due to the extremely limited size, resources and energy of nanodevices, one
cannot expect very much from an individual nanodevice. Thus, for a viable solution,
the nanonodes should collaborate in a distributed nanonetwork structure to perform
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Fig. 1 In TS-OOK, bits are sent with 7 interval, and are received (with a bit of delay) with the
same Ty interval.

complex tasks in a considerable range. Electromagnetic nanonetworks consist of
nodes of nanometric size (i.e. their components are less than 1 pm, to make nodes
with sides less than around 10 pm) communicating in the terahertz band. They usu-
ally contain a nanoprocessor, a nanomemory, a nanosensor and a nanodevice to
communicate with the other nanonodes. Nanonetworks can be dense, making them
a very challenging environment for traditional routing protocols. Moreover, due to
their tiny size, classical network techniques are unsuitable. The modulation pro-
posed, Time Spread On-Off Keying (TS-OOK) [7], does not use signal carriers, but
pulses. A bit 1 is transmitted by generating a power pulse, and a bit 0 is “trans-
mitted” as silence. The time length of a pulse is 7, = 100 fs [7]. Due to hardware
constraints, a nanonode cannot send bits one right after the other; the time between
two consecutive bits is 7y = B x T),, and 8 = 1000 is given as an example of time
spreading ratio [7].

Given that bits are sent with 7 interval between them, a receiver can match the
bits from one packet by reading bits at 7 interval too, i.e. at time x, x+ T, x +
2T;, etc. Bits received at different times belong to another packet. An example of
sending bits and matching them is given in Fig. 1. For simplicity of understanding,
we assume that any 7y interval is divided into  time slots, and all bits from one
packet are received at the same slot.

Nanonetworks can be connected to the macro world by gateway nodes, en-
abling the Internet of Nano-Things (IoNT). The communication of nanodevices
in the sense of intrabody nanonetworks [3] opens the door to innovative medical
applications inside the human body such as molecular-level detection and report-
ing of pathogens including viruses and bacteria, high-precision drug delivery, tar-
geted monitoring, and neurosurgery. The combination of nanonetworks and meta-
materials (artificial structures with unnatural properties) in the form of Software-
Defined Metamaterials (SDMs) allows performing geometrically-altering actions on
the metamaterial and tuning of its electromagnetic behavior by sending commands
to nanodevices. Other applications include wireless robotic materials, military and
agriculture.

The communication range of the nanodevices is usually less than 1 mm, because
the path loss of the THz band in environments with high water concentration such as
blood is very high, and nanodevices do not have enough power density (due to their
limited sizes) to overcome the path loss in longer distances. Therefore, a multi-hop
routing is needed to send data packets over a considerable distance in the nanonet-
works. The traditional routing approaches proposed in the literature are not suitable
to nanonetworks (e.g. backoff flooding is not destination-oriented, but does flood-
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ing). Due to nanodevices’ limited resources and energy, using specialized routing
techniques based on the nanonetwork operating conditions (e.g., perimeter dimen-
sions and shape, nodes placement and mobility, nodes energy source and limitations,
desired applications) to reduce packet dissemination in unnecessary directions and
reduce the number of forwarders can improve nanonetwork performance and life-
time.

In this paper, we focus on long nanonetwork perimeters such as pipes and blood
vessels, where previously proposed nanonetwork routing techniques cannot work
properly. To this end, we propose ray tracing forwarding for nanonetworks by using
TS-OOK characteristics to forward packets in quasistraight lines. The ray tracing
forwarding creates a narrow packet propagation path from a source to the gateway
across a long nanonetwork perimeter without flooding the packet to all the nodes in
the network. This reduces the dissemination of the packets to unnecessary nodes,
leading to fewer forwarders and less network energy and resource usage.

In the ray tracing forwarding, only nanodevices having received duplicate pack-
ets in the same time slot will forward them. With the proposed algorithm, the for-
warders form a quasistraight line and can deviate at the borders of the long perime-
ter, moving the packet across the perimeter from the source to the gateway at the
end of the perimeter. The contributions of this paper are as follows:

e For the first time in literature, we utilize the time slots of TS-OOK and sig-
nal propagation duration as means of constructing a quasistraight path from the
source across the nanonetwork.

* We propose the ray tracing forwarding algorithm to utilize these quasistraight
paths for routing in long perimeters and reduce the number of forwarders.

* We implemented and evaluated the ray tracing forwarding in a simulator, com-
paring its results with the related forwarding methods.

2 Related work

The routing protocols either deliver the data packets to a destination node through
the nodes located between the source and destination (unicast or merely zone-cast
routing), or flood the whole network so that every node receives a certain mes-
sage (flooding). Due to the shape of the perimeter, mobility of nanonodes and very
high number of homogeneous nanonodes in the dense nanonetworks, traditional
addressing and routing protocols cannot be applied in nanonetworks, making the
flooding-based forwarding the only viable option in most cases. In pure flooding,
every node in the network forwards every unique packet that it receives. This flood-
ing results in resource wastage and broadcast storms in dense environments, leading
to poor network performance. In probabilistic flooding, nodes forward packet with
a certain probability [ 1]. The probability needs to be tuned to prevent broadcast
storms and guarantee message delivery. Backoff flooding is a highly efficient flood-
ing scheme using a counter-based mechanism to count copies received, and adds
a random waiting time (backoff) to packet forwarding [2]. The backoff window
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depends on the neighbor density. Any node forwards the packet to all nanonodes
within its wireless transmission range only if it did not receive r (redundancy fac-
tor) copies of that packet during the backoff period. As a general fact, in flooding
(including probabilistic and backoff), a packet is broadcasted in the whole network
instead of moving toward the destination, leading to redundant packet reception and
wastage of nodes resources (e.g. bandwidth and energy). Therefore, any attempt to
reduce packet dissemination in unnecessary directions and reduce the number of
forwarders can improve network utilization.

Geoforwarding protocols rely on geographic information about node positions
to take the forwarding decision [!]. Node position can be obtained either directly
through a GPS receiver in each node, or by triangulation techniques using relative
positions of the nodes obtained by anchors and beacons [4]. Due to the small size,
limited resources, low energy and very high density of the nanonodes, neither GPS
or triangulation-based nanonode positioning, nor any protocol that relies on detailed
neighborhood knowledge or routing table can be employed in the nanonetworks [2].
In RADAR routing, the nanonetwork environment is a circular area and a central
node emits a directional signal at an angle [10]. Nanonodes receiving the signal in-
side the angle of radiation are in the ON state, and all the other nodes are in the
OFF state. RADAR requires a convex region and a symmetric perimeter with a spe-
cial node in the center. Similar to RADAR, DEROUS also requires a beacon node
set at the center of a 2D circular area sending packets to classify nanonodes [8]. In
SLR, the network is in a 3D cubic space and a few anchor nodes are placed at cor-
ners. During the setup phase, anchors transmit their packets in sequence, allowing
nanonodes to set their coordinates as hop counts from the anchors [13].

Straight-line routing protocol is proposed for wireless sensor networks (WSNs)
in [5, 9]. It is a form of random-walk routing protocol which constructs a straight
path between the source and destination using two-hop information without using
geographic information. The method constructs the path in a hop-by-hop manner,
where after each hop a node that lies on the extended line of the path is selected as
the next hop. It assumes that after receiving a packet, each node is able to determine
the distance from its transmitter according to the signal strength [5, 9]. The distances
between nodes are much shorter in nanonetworks than in WSNs. Unlike WSNs, na-
nonodes usually use TS-OOK modulation in the THz band where bits 1 are trans-
mitted by ultra-short pulses of duration 7}, and bits 0 are implied by the absence of
the pulse (as described in the Introduction). The receiver on the nanonodes is very
basic the can only detect THz band pulses. Due to the short distances, TS-OOK
modulation and simplification of the radio receivers, nanonodes cannot determine
accurate distances based on the received pulse strength, rendering the protocol inap-
propriate for nanonetworks. However, TS-OOK employs temporal multiplexing by
using very short pulses with an accurate pulse duration to detect consecutive bits of
each packet. In this paper, we employ these TS-OOK characteristics (pulse propa-
gation and arrival times) in a ray tracing fashion to forward packets in quasistraight
lines and reduce the number of forwards.
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Fig. 2 Sketch of ray tracing forwarding: potential forwarders are in green (they are “collinear”
with the previous two transmitters), and effective forwarders (B, C and D) are in blue.

3 Ray tracing forwarding

The network model is a long strip such as a pipe or blood vessel. The network is
dense, i.e. any node has at least 50—100 neighbors.

The ray tracing method does not make any assumption by itself. As presented
below, it needs nodes to be able to listen at 7 interval, and to send bits at a given
time (i.e. there is no random/nondeterministic backoff added at the device level), but
these characteristics are already fulfilled in nanonetworks.

The ray tracing aims to choose forwarders in a straight line. For that, it uses the
timing of packet receptions: when two 1 bit pulses (note: 0 bits do not emit pulses
and cannot be used) from two copies of the same packet sent by two transmitters
arrive in the same time slot (explained in the Introduction), the receiver considers
itself to be collinear with the two transmitters. Which 1 bits are taken from the
packets does not matter, since consecutive bits of one packet are spaced by 1 Tj,
hence are in the same slot.

The ray tracing forwarding is shown in Fig. 2 and is explained in the following.

All the nodes execute the same procedure, in a loop. Thus, we describe the proce-
dure recursively: the base case (initialization), and the recursive step (general case).

Initialization step: A source A, called the sender, sends a packet. All the nodes
inside the communication range receive it, and one of them, B, called the steering
node because it produces the forwarding direction, forwards it.

Recursive step: We are at the time where node A has already sent a message,
and node B is currently sending a message. This message will be received in all
its communication range. All the nodes in the network are in one of the following
cases:

» Itis the first packet it receives: node just memorizes the time slot.
» Ttis the second packet it receives: if the current packet is not in the same time slot
as the first one, then it discards the packet and forgets about this communication;
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Input:

timefirst[] = null

if timefirst[id] == null then  // packet id is seen for the first time

timefirst[id] = (crttime % Ty) / T,  // % is modulo operation
second[id] = false

elseif second[id] == false then  // 2nd packet id received

second[id] = true
if (crttime — timefirst[id])%7T; < T, or (crttime — timefirst[id])%T; > T; — T, then
// same time frame, so collinearity
backoff = pktsize x T x random int number in [0,1000)
schedule event e[id] to forward p[id] at crttime+backoff
scheduled[id] = true
end

else // 3rd or subsequent packet

if scheduled[id] == true then
unschedule event e[id]
scheduled[id] = false
end

end

Fig. 3 Ray tracing forwarding algorithm.

otherwise (i.e. the two slots are the same), it uses a backoff: if it receives any
copy before the backoff, discard it, elsewhere send it at the same time slot.

The window from which the backoff is chosen is large, hence only one of them
will forward, whereas all the others will see the copy of this packet and as such
will discard their packet.

Geometrically, all the nodes in the intersection of the discs (communication
range) of the first and the second packet receive both packets. Some of them
receive the two packets in the same time slot, depicted as green nodes in Fig. 2,
and consider themselves as collinear with A and B. The other nodes receive them
in different slots, and they discard the packet and forget about the communica-
tion.

It is the third or ensuing packet it receives: discard it (because its forwarding time
has already passed, and the propagation is already in front of it).

Once node B sent the packet, the procedure is repeated (recursive step) with

node B becoming sender A, and node C becoming steering node B.

In a multi-flow case, we suppose each packet generated by a source has a different

id (made for example from the concatenation of three strings: source id, flow/port
id, packet sequence number). The algorithm executed by each node upon reception
of a packet p[id] is shown in Fig. 3.

Finally, after the multi-hop forwarding, the packet reaches the destination zone.

Here, a special procedure is executed instead of the ray tracing. We consider that
the destination node is a gateway with large resources, and especially with a high
receiving sensitivity, which can capture the packet sent by the nodes in its vicin-
ity (i.e., the strip width). Upon reception of a packet, it sends a high power packet,
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received by all the nodes in its vicinity, which informs nodes to stop further propa-
gation. The ray tracing forwarding ends as the gateway has received the packet and
the propagation stops.

4 Evaluation

4.1 Nanonetwork simulator used

Given the high number of nodes involved, experiments are not possible, hence we
use simulations. Among the nanonetwork simulators, only BitSimulator [6] allows
to simulate more than around one thousand nodes. It is much more scalable com-
pared to the other nanonetwork simulators [12]. BitSimulator targets routing and
transport protocols, and pay attention to some low-level bit transmission peculiar-
ities, such as transmission time and bit-dependent collision at the receiver. It uses
TS-OOK modulation. It also provides a visualization program, very useful to see
what happens in the network. It is free software and has been used to validate the
results of several articles'.

We implemented the ray tracing forwarding in BitSimulator. The other routing
protocols were already included in the simulator.

We provide a Web page” allowing to reproduce all the results of this article.

4.2 Base scenario

The simulation parameters are shown in Table 1. The network is a rectangular strip
(6mm x 3mm) and has 5000 nanonodes placed randomly using a uniform dis-
tribution, plus 2 nanonodes placed manually, as shown below. Node antennas are
omnidirectional, and the communication range is CR=0.5 mm, i.e. the network is
3/0.5 = 6CR high and 6/0.5 = 12CR wide, enough to test the linear forward-

ing. Neighbour density (also called node or network density) is 5002 ”22'352 =218
neighbors. The TS-OOK low-level parameters (described in the Introduction) are
the ones proposed in the literature, i.e. 7, = 100fs and = 1000.

The sender node (of id 0), on the left of the network, and the steering node (of
id 1), a bit on its right, are manually placed to start the algorithm. The sender node
generates one packet (the packet has 80 bytes, a random number, and a random
payload). The steering node retransmits it. Afterward, all the nodes execute the ray
tracing algorithm.

Thttp://eugen.dedu. free.fr/bitsimulator
2http://eugen.dedu. free.fr/bitsimulator/aina23
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Table 1 Simulation parameters.

Parameter Value
Number of nodes 5002
Network size 6mm X 3 mm
Communication range 0.5mm
= Neighbour density 218

+

Fig. 4 VisualTracer capture, showing forwarders (in blue), receivers (in green) and the other nodes
(in grey) during the ray tracing forwarding in the 5002 node scenario; the small region shows the
auto-deviation capability of the ray tracing forwarding.

4.3 Ray tracing propagation features

Fig. 4 presents the forwarders, the receivers and the remaining nodes for the whole
simulation in one representative case. It can be seen that the forwarding nodes are
quasilinear, and that the propagation auto-deviates when reaching borders. Both fea-
tures are explained in the following.

4.3.1 Quasilinear forwarding

The goal of ray tracing is to reduce the number of forwarders when transmitting
a packet from a source to a destination. Ideally, the propagation would go straight
from the source to destination. However, in reality the line is guasistraight. The
nonlinearity is due to time resolution error and to the next node placement gaps in
space.

The time resolution error (7},) occurs because the locus of points having received
two packets in the same time slot (of length 7},) resembles to a triangle, as shown in
Fig. 2. Any of these points can be the forwarder.
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The node gaps are due to the impossibility of having nodes everywhere in the
network. Obviously, there are spaces, and no forwarder can be there.

To conclude, the propagation line is not straight, but quasistraight. An example
is given in Fig. 4, the left part, from the left source until reaching the bottom border,
where the propagation deviates.

4.3.2 Auto-deviation at borders

Our ray tracing technique has auto-deviation capabilities when reaching network
borders or walls, i.e. it deviates the forwarding path pushing further the packet prop-
agation. This section explains the reason of this desired and unexpected feature.

Let us look a zoom of some part at the bottom border of Fig. 4, shown at its top.
At this time, the sender is the left blue node and the steering node is the middle one.

The potential forwarders, i.e. having received the packet in the same time slot, are
located at the right of the middle node, in a triangle. The bottom 3/4 of the triangle
is black, i.e. no node is there, because it is outside the network. Hence, the potential
forwarders are found only on the top quarter of the triangle, and one of them will
become a forwarder (the right blue node in our case). This turns counterclockwise
the line between the sender and steering nodes, making it deviate from the bottom
border.

To conclude, the deviation happens because:

* The potential forwarders are inside the network, not outside.
¢ There are nodes inside the network that are potential forwarders.

It should be noted that the deviation is not always successful, as can be seen at the
top-right of Fig. 4, where the propagation stops. Some specific mechanism, outside
of the scope of this article, is needed for that.

4.4 Comparison with related forwarding methods

The ray tracing method does not use any coordinate. We therefore compare it with
coordinate-free protocols, and afterward with coordinate-based protocols.

4.4.1 Comparison with coordinate-free methods

The only coordinate-free methods we found appropriate to nanonetworks are flood-
ing protocols: pure flooding, probabilistic flooding (with probability of 4 %, the min-
imum value which still allows propagation in the whole network), and the highly
optimized auto-adaptive backoff flooding, all of them described in Related work
(Sect. 2). We compare the ray tracing method with them.
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(a) Pure flooding (5002 blue points)

N 2NN
R et P .
(c) Backoff flooding (110 blue points)

Fig. 5 VisualTracer capture of the four compared methods, showing forwarders (blue nodes) and
receivers (green nodes) for the 5002 node scenario.

Method Forwarding  Packet Method Forwarding  Packet

nodes receptions nodes receptions
Pure flooding 5002 (100%) 980146 SLR 1654 (33.0%) 335423
Probabilistic flooding 218 (4.3%) 42804  Counter-based SLR 33 (0.66 %) 6987
Backoff flooding 110 22%) 20326 Ray tracing 29 (0.58 %) 5259
Ray tracing 40 (0.8 %) 6825

Table 2 Comparison of the ray tracing with related flooding (left) and destination-oriented routing
(right) methods.

Fig. 5 shows the propagation of the compared protocols. It shows the placement
of senders in the whole network for flooding, and the directed routing for ray tracing.
It also shows that the ray tracing has the fewest number of senders and receptions.

Table 2 shows the number of forwarding nodes and of packet receptions (a node
receiving two packets is counted as two packet receptions). It can be seen that ray
tracing reduces considerably the number of forwarders (5002 to 40) and receptions.
It outperforms the highly optimized backoff flooding, given that it has a quasistraight
forwarding, unlike backoff flooding which floods the network.

4.4.2 Comparison with coordinate-based methods
SLR is a destination-oriented routing protocol proposed for nanonetworks [13],

which uses a setup phase where nodes assign coordinates. We note that it can be
improved by combining it with backoff flooding (called “counter-based SLR” in the
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(c) Ray tracing (29 blue points)

Fig. 6 VisualTracer capture of the three compared destination-oriented methods, showing for-
warders (blue nodes) and receivers (green nodes) for the 5002 node scenario.

following). Both SLR and backoff flooding are described in Related work (Sect. 2).
We compare ray tracing method with them.

In the scenario, one of the nodes found on the bottom right of the network is
selected as the destination. Also, for a fairer comparison, for the two SLR-based
methods, the packet exchanges during the SLR setup phase is not counted, given
that it is done only once, at the network deployment.

The propagation is shown in Fig. 6 (showing the SLR zones too), and the results
are given in Table 2. Ray tracing (29 forwarders) outperforms both SLR (1654 for-
warders) and counter-based SLR (33 forwarders). The reason is that ray tracing is
more linear than counter-based SLR. Thus, even if the latter is quite optimized, ray
tracing reduces even more the number of forwarders and receptions.

To conclude, ray tracing outperforms both related coordinate-free and coordinate-
based methods. Besides, the latter methods need an additional step at network de-
ployment (to create the coordinate system), which might prevent node mobility and
might create problems in nonconvex or very long environments such as blood ves-
sels, giving the only coordinate-free methods comparable to the ray tracing. Instead,
ray tracing does not need any coordinate system, but only a direction.
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5 Conclusion and perspectives

This paper presented a ray tracing method to forward packets in a quasistraight line
in a multi-hop dense nanonetwork. It allows to reduce the number of forwarders
and the number of receptions through a quasistraight line, and has deviating capa-
bilities on network borders. Simulations show that it outperforms, in terms of num-
ber of forwarders and receptions, all the related methods, either coordinate-free or
coordinate-based, without relying on a coordinate system. Thus, our method proves
that the packet reception times can indeed be used to do a linear routing.

This paper presented preliminary results of the ray tracing forwarding. We think
that this method has a big potential, and several improvements can be done on it.
Future work includes analyzing the algorithm in less dense scenarios, where some-
times there is no node in the forwarding direction, in even denser networks, where
forwarding can take several directions if the backoff window is not tweaked, and
in various networks (with walls or curved). Also, how to choose the steering node
automatically, based on the desired direction, and how to improve the deviation.
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