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Abstract
Medical research plays a crucial role within scientific research. Technological advancements, espe-
cially those related to the rise of machine learning, pave the way for exploring medical issues that
were once beyond reach. Unstructured textual data, such as correspondence between doctors, opera-
tive reports, etc., often serves as a starting point for many medical applications.

However, for obvious privacy reasons, researchers do not legally have the right to access these
documents as long as they contain sensitive data, as defined by regulations like GDPR or HIPAA. De-
identification, meaning the detection, removal or substitution of all sensitive information, is therefore
a necessary step to facilitate the sharing of these data between the medical field and research. Over
the last decade, various approaches have been proposed to de-identify medical textual data. However,
while entity detection is a well-known task in the natural language processing field, it presents some
specific challenges in the medical context. Moreover, existing substitution methods proposed in the
literature often pay little attention to themedical relevance of de-identified data or are not very resilient
to attacks.

In this paper, we delve into these challenges. Firstly, we implemented an efficient system for de-
tecting sensitive entities in French medical data to subsequently substitute them accurately. Secondly,
we provided robust strategies for generating substitutes that incorporate the medical utility of the data,
thereby minimizing the utility difference between the original and de-identified data, and that mathe-
matically ensure privacy protection. Thirdly, we evaluated the utility of the de-identification system
in a context of ICD-10 code association. Finally, we presented various systems developed to tackle
ICD-10 code association while providing a state-of-the-art model in French.

1. Introduction
Artificial Intelligence (AI) is prevalent across diverse do-

mains encompassing finance, transportation, informationman-
agement, and beyond (tomention only a fraction). The sphere
of healthcare is by no means an exception to this pervasive
trend. This influence extends even to themanipulation of un-
structured data, such as textual information. Prediction that
were insurmountable are now emerging as tractable chal-
lenges. Examples of these encompass tasks like the iden-
tification of similar patient records, automatic ICD labeliza-
tion [AND+19, NRG+18,MDS23, PTM+23, TCL+23b], the
anticipation of hospital re-admissions [ABBZ17, TST22],
healthcare-associated infections detection [TKB+18, SBS+20],
to mention just a few.

Nonetheless, primarily as a consequence of resource and
time constraints within healthcare institutions, the execution
of these processes necessitates the involvement of computer
experts specializing in deep learning, data science, and big
data analytic. Consequently, it becomes imperative to facil-
itate the exchange of data between healthcare practitioners
and data science specialists. Given the sensitive and critical
nature of the data in question, such collaboration mandates a
rigorous de-identification procedure, which can only be con-
ducted within a legal framework that governs the stakehold-

ORCID(s):

ers within the healthcare domain. Notable examples of insti-
tutional regulations include the U.S. Health Insurance Porta-
bility and Accountability Act (HIPAA) [CM18] and the Eu-
ropeanGeneral Data ProtectionRegulation (GDPR) [EU16].

These regulations specifies that anonymising data is a
prerequisite for sharing it. When processing tabular data,
each record contains values for a set of collected attributes.
Numerous methods have addressed this or that type of at-
tribute [EPK14, DKY17] and their combinations in an ar-
ray [Swe02, WXY+19]. However, when dealing with un-
structured data, the de-indentifiability problem is more com-
plex, since we have to work with an a priori unorganised set
of information. But it is in fact organised (the words form
sentences) and this organisation must be preserved. Indeed,
medical information after de-identification must be as rich
as it was before de-identification in order to hope for subse-
quent processing by AI, as in the examples mentioned above.

This study is centered on the capability to exchange tex-
tual medical documents, often authored by healthcare pro-
fessionals, which can manifest as surgical reports, clinical
notes, or results from biological examinations.

To enhance privacy protection, de-identification techni-
ques [DLUS16, HHD+20, BAC+21, HSDF21, LPS+21, JFHS22]
have been put forth as ameans tomask or substitute any form
of Protected Health Information (PHI) attributed to a patient,
rendering it arduous to associate an individual with their spe-
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cific data. The components constituting PHI are partly delin-
eated by the privacy regulations in force within the relevant
jurisdiction. As an illustrative example, HIPAA provided 18
distinct categories of PHI, encompassing designations such
as names, geographic locations, and telephone numbers. In
the European context, given that GDPR does not explicitly
offer PHI definitions, the majority of researches adhere to
the stipulated HIPAA criteria.

The de-identification process is typically depicted as an
algorithm comprising two primary steps, namely first, iden-
tification of all sensitive information, and, next, replacement
of these identified elements.

The initial step encompasses the automated detection of
entities within a given text sequence. In the realm of Nat-
ural Language Processing (NLP), this phase is commonly
referred to as Named Entity Recognition (NER). This task
presents however several unique challenges in amedical con-
text among of them is the scarcity of a consistent training
dataset in the specific language relevant to the effectivemodel
development (which is essentially the dataset that the de-
identification task seeks to generate). Another notable chal-
lenge lies in the need to fine-tune and adapt generic natural
language processing models to the specialized lexicon and
terminology prevalent in the field of medicine.

The subsequent step involves the substitution of the iden-
tified sensitive entities. Regrettably, this step is frequently
overlooked in research efforts, as it is perceived as less criti-
cal. This omission is particularly evident when dealing with
entities like phone numbers or email addresses, which can
be replaced with arbitrary random values, given their lack of
direct correlation with medical information. However, the
same does not hold true for entities such as dates or geo-
graphic locations. For instance, analyzing themedical records
of a patient under 18 differs significantly from analyzing those
of a patient over 50. Similarly, the patient’s location, whether
in an area with high pollution levels or a region with low pol-
lution, has notable implications for medical assessment. The
challenge in this second step lies in striking a delicate bal-
ance between safeguarding individual privacy and preserv-
ing the medical utility of the data, which remains essential
for subsequent machine learning tasks.

This study is motivated by the objective of developing
a Machine Learning approach aimed at assigning numerical
codes from the International Classification of Diseases, 10th
Revision (ICD-10), to medical documents such as patient
records, medical reports, and clinical notes. The ICD-10
is a globally recognized standard classification system that
assigns numeric codes to various medical conditions, symp-
toms, medical procedures, and other health-related informa-
tion. The task of associating ICD-10 codes with medical
documents presents several significant challenges, including
the extensive number of codes to be classified, the scale of
the input data, language variations (e.g., French versus En-
glish) in the automatic natural language processing models,
imbalanced datasets, and more.

However, to develop this Machine Learning approach,
access to data is required, and this is where the entire de-

identification process becomes significant: enabling proto-
typing on data sanitized of identifying informationwhile pre-
serving a substantial portion of medical information.

This article constitutes a comprehensive reworking of
articles [TCC+22, TCL23a, TCL+23b], demonstrating the
feasibility of establishing a comprehensive process for de-
identifying medical notes based on Local Differential Pri-
vacy.

Our contributions can be summarized as follows:
1. We developed a sensitive FrenchNamedEntity Recog-

nition system based on the Transformer architecture
(FlauBERT model). This model is trained on a con-
structed dataset and represents the state-of-the-art in
named entity recognition in the French languagewithin
the context of de-identificationwithHIPAA attributes.
An open-source implementation of this NER task is
available on GitHub 1

2. We formalized robust strategies for generating substi-
tutes for sensitive attributes based on Local Differen-
tial Privacy based on ametric (metric-privacy) that en-
sures security and preserves medical utility. An open-
source implementation of the surrogate generation ap-
proaches provided in is available on GitHub2.

3. These initial two contributions enabled the develop-
ment of an incremental approach for dataset construc-
tion: from a partially manually labeled dataset of 375
individual records to a de-identified dataset containing
over 46,000 documents, in accordance with the crite-
ria outlined earlier.

4. We developed various architectures to tackle issues of
ICD coding, namely the significant number of labels
and the size of medical data. The proposed "Camem-
BERT+LAAT" architecture represents the state-of-the-
art in the French language for ICD-10 code association
task. An open-source implementation of this system
is available on GitHub3.

5. We evaluated our de-identification approach in the con-
text of ICD-10 code association task. Our de-identifi-
cation approach helps reduce the loss of utility (6.8%)
compared to a traditional de-identificationmethod (12%,
e.g., replacing sensitive attributes with their labels).

This work is conducted in collaboration with the Hopital
Nord Franche-Comté (HNFC), a French public health center
that generously provided us with patient stay records. To up-
hold privacy standards, all experiments were conducted on-
site, and no data was extracted from the hospital premises.

This paper is organized as follows. Section 2 presents
the state of the art in the various domains we have addressed,
namely, Natural Language Processing, de-identification, and
the association of ICD-10 codes. Subsequently, we discuss
in Section 3 the de-identificationwith theNamedEntity Recog-
nition task (Section 3.1), followed by substitution (Section
3.2). Next, in Section 4, we delve into the application context

1https://github.com/mlfiab/ner-french
2https://github.com/mlfiab/surrogate-deid
3https://github.com/mlfiab/icd10-french
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[TCC+22] [TCL23a] [TCL+23b] PROPOSAL
D
e-
id
en
ti
fic
at
io
n Named En-

tity Recog-
nition

Hybrid Method

• MEDINA

• Flaubert-ner

Deep Learning only

• new labelled dataset
for NER

• Flaubert-ner only

NA
• Rewriting

• Publication on
GitHub

Surrogate
generation

�-LDP based

• Date: bounded
Laplace mecha-
nism

• Location: GeoIndis-
dinguishability

�-metric privacy based

• Date: metric
Laplace mecha-
nism

• Location: exponen-
tial mechanism

NA
• Rewriting, Formaliz-

ing

• Publication on
GitHub

IC
D
-1
0
as
so
ci
at
io
n Datasets 128 documents

• 64 original ones

• 64 de-identified ones

NA ICD-10-HNFC

• 56, 000 documents

• with ICD-10 associ-
ated codes

Deidentified dataset

• ICD-10-DEID-
HNFC, ICD-10-
TAG-HNFC

• with ICD-10 associ-
ated codes

Evaluation
method

Manual task

• ICD-10 association
on all documents

• manual confusion
matrix computa-
tion

NA
• CamemBERT +

LAAT

• Bibliographic com-
parison with
state of the art

• Model improved
thanks to
de-identified
datasets

• Rewriting
of [DCC+20]
model

• Fair experimental
comparison

Table 1
Comparison of main contributions of articles [TCC+22, TCL23a, TCL+23b]

of this paper, the association of ICD-10 codes. Then, Sec-
tion 5 presented the methodology to measure the utility of
de-identification in the context of ICD-10 code association.
Section 6 presents all the experiments conducted within the
scope of this work. Finally, Section 7 discusses the perti-
nence of our approaches in the time of LLMs and Section 8
presents our concluding remarks.

2. Related Work
In this section, we present the state of the art in the vari-

ous domains we have addressed, namely, Natural Language
Processing, de-identification, and the association of ICD-10
codes.
2.1. Natural Language Processing

NLP has undergone significant advancements in recent
years, primarily driven by the introduction of the Transform-
ers model [VSP+17]. These models exhibit a remarkable
capacity for transfer learning, as demonstrated by the BERT
model [DCLT18], which have proven their effectiveness in
providingmore accurate contextualized representations. Sub-

sequently, a range of pre-trained models emerged, includ-
ing BERT, RoBERTa [LOG+19], and others. These mod-
els undergo pre-training on extensive general domain of a
given language text to capture text data modeling capabili-
ties. They are then fine-tuned for specific classification tasks.

In the realm of French language processing, two promi-
nent models have been introduced: FlauBERT [LVF+19]
andCamemBERT [MMOS+20]. Additionally, there aremul-
tilingual models like XLM-R [CKG+19]. Some models spe-
cialize in domain-specific text, ClinicalBERT [AMB+19] and
BioBERT [LYK+20] for instance, which are trained onmed-
ical data for medical domain tasks. Notably, there’s a gap in
French language models, hindering the application of ma-
chine learning approaches to French documents compared to
English ones. In the French language, we can mention Dr-
BERT, introduced recently by [LBD+23], trained on a large
corpus of medical data in the French language and based on
the BERT architecture.

Transformers models generally have a limited input size,
typically around 512 tokens in practice. However, this limi-
tation becomes especially problematic for clinical documents,
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which are often much larger than 512 words or tokens. In
addressing this challenge, a hierarchical approach was pro-
posed in [PZV+19]. The document is segmented, and each
segment is processed by a Transformers model. The en-
coded segments are then aggregated in the next layer, em-
ploying techniques such as linear layers, recurrent neural net-
works, or other layers of Transformers. In recent years, a
sparse-attention system known as the LongFormer model
has been introduced in [BPC20]. This model incorporates
both local attention (within a window of neighboring tokens)
and global attention, effectively reducing the computational
complexity. Consequently, the LongFormer model can han-
dle document sizes of up to 4096 tokens.

Recently, NLP has experienced a major breakthrough
with the introduction of new learning approaches using Large
Language Models (LLM), such as Reinforcement Learning
fromHuman Feedback (RLHF) [MHL+17] onGPT [RWC+19].
With these LLM, training techniques like zero-shot learning
[AHL+22] and few-shot learning [SKW+22] make it easier
to approach NLP tasks.
2.2. De-Identification
2.2.1. Named Entity Recognition

Detecting entities in a text sequence is a well-established
task in automatic natural language processing, commonly re-
ferred to as Named Entity Recognition (NER). Initially, rule-
based systems were employed, where a set of rules covered
all the potential syntaxes of the attributes to be identified.
With the advent of machine learning, more precise systems
emerged, utilizing models such as SVM, Decision trees, or
Conditional Random Field (CRF). The transition to neural
networks saw the introduction of deep learningmodels by re-
searchers like Dernoncourt [DLUS16] and Liu [LTWC17].
Dernoncourt’s recurrent neural networks achieved impres-
sive F1-scores of 99.23% and 97.85% on i2b2 [SRU13] and
MIMIC [JPS+16a] datasets, respectively, while considering
attributes outlined by the HIPAA law [CM18].

With the rise of transformers [VSP+17] and BERT in
NLP,which excel in contextualized text representation, it has
become evident that transformer-based models are the most
accurate for NER. Noteworthy works in this domain include
[Han21] and [PdGS21]. In a recent study [LYZ+23], GPT-4
with the "zero-shot learning" technique [PAL+22] was em-
ployed for NER in the context of de-identification, achieving
a remarkableF1 score of 99% on the i2b2 dataset. In compar-
ison, models usingBERT andClinicalBERT achieved 79.8%
and 97.4%, respectively.

Research on the de-identification of French medical doc-
uments, led mainly by [GGN15], utilized a CRF-based ma-
chine learning model that reached an 80% F1-score. A re-
cent work [BAC+21] focuses on de-identifying French emer-
gency medical records. It employs a two-step approach: the
FlauBERT model assigns labels to documents requiring de-
identification, followed by a combination of rules-based tech-
niques and LSTM through Flair [ABB+19].

Unfortunately, there is no French equivalent to datasets
like MIMIC or i2b2. This led authors in [TCC+22] to com-

bineMEDINA aCRF basedmachine learningmethod [GGN15]
and a neural network method based on transformers on the
WikiNER dataset [NRR+13] to integrate all attributes for
detection. This hybrid system achieves a baseline F1-scoreof 94.7% in this context.

Note that the use of multilingual models such as XLM-
Roberta [CKG+19] can be an interesting approach when the
datasets are scarce. In [SGCP20] the authors show that such
models can be useful. Nevertheless, in [KCG+23], we have
tested this approach on a similar problem of classifying emer-
gency phone calls and the results we obtained were not as
good as the full French approach i.e. CamemBERTor FlauBERT
with a small French dataset .
2.2.2. Entity Substitution

Once the entities have been detected, they need to be
cleaned up - this is the substitution phase. The simplest
consists in replacing the detected information by its entity
(the name "Durant" by the entity "NAME"). While this pro-
tects the privacy of individuals, it degrades the structure,
readability and coherence of the document. For this rea-
son, more coherent de-identification methods have emerged
[SUK+15, DLN+14, ULS07]. Sensitive information is re-
placed by random information that preserves the document’s
structure (the name "Durant" is replaced by a random name
"Julien", or a date by a date shifted by a few days, etc.). In
these strategies, the aim is to preserve the document’s struc-
ture and information while protecting privacy. In the medi-
cal context, the task of substitution can become complex to
tackle. In general, in medical analyses, some of the sensitive
attributes to be anonymized may have an impact on docu-
ment analysis, such as ages, dates or geographical locations.

In [TCC+22], for temporal entities, the authors opted for
Local Differential Privacy [DJW13] with bounds in time cat-
egories to calibrate the added noise. Regarding geographical
locations, geo-indistinguishability [BCP14] was retained as
a direct mechanism to provide a location close to the orig-
inal one. While these two privacy-preserving methods ef-
fectively safeguard the data privacy, it is important to note
that they may introduce unnecessary additional noise in the
temporal aspects, and in some cases, they could potentially
substitute a large urban area with a small village. This sub-
stitution may result in a significant disparity in the epidemi-
ological characteristics of the data, as the characteristics of
a small village could be vastly different from those of a city.

To address these issues, [TCL23a] have proposed new
strategies. For temporal data, the authors used differential
privacy based on a metric with Laplace’s mechanism. This
allows the distance between dates to be taken into account
in the substitution. For geographical locations, the authors
integrated health criteria to establish a vector distance be-
tween locations. In the context of differential privacy based
on this distance, the exponential mechanism is used to sub-
stitute elements.

In [HSDF21], the authors use ontology based general-
ization techniques such as YAGO [FGG+07] to substitute
detected entities and security is observed through evaluating
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robustness against re-identification attacks. Finally, in arti-
cles [FBDD20, CVFW23], the authors present an approach
adding noise verifying �metric-privacy to vector representa-
tion of words resulting from word embedding models. How-
ever, this approach in one step is not compliant with HIPAA
constraints.
2.3. ICD Code Association

The automatic association of ICD codes stands as a promi-
nent challenge in medical research, and with the advance-
ments in neural networks and the evolution of natural lan-
guage processing, numerous approaches have been explored.
Authors such as [CBS+16] and [BNKC+18] utilized recur-
rent neural networks (RNNs) to encode Electronic Health
Records (EHR) for predicting diagnostic outcomes. Con-
versely, [SXH+17] and [MWD+18] incorporated attention
mechanisms with RNNs and CNNs to enhance model accu-
racy.

[XX18] and [TCC19] introduced diverse strategies for
considering the hierarchical structure of codes. [XX18] em-
ployed a sequence tree LSTM to capture the hierarchical
relationships and semantics of each code, while [CCL+20]
proposed training the integration of ICD codes in a hyper-
bolic space, leveraging a graph neural network to capture
code co-occurrences. LAAT [VNN20] integrates a bidirec-
tional LSTM with an attention mechanism incorporating la-
bels.

EffectiveCAN [LCK+21] introduced a squeeze-and-exci-
tation network, residual connections, and representation ex-
traction from all encoder layers for label attention. They ad-
dressed long-tail prediction issues with focal loss, achieving
anF1-score of 58.9% onMIMIC 3 [JPS+16b]. ISD [ZCC+21]
utilized shared representation extraction and a self-distillation
learningmechanism to address the distribution of long-tailed
codes with 55.9% of F1-score.[PTM+23] proposes models based on neural networks
using a supervised learning system. The authors developed
convolutional neural network (CNN)with PubMedBERT em-
beddings, using a dataset of 15,329medical documents. They
validated their approaches on the MIMIC 3 dataset with an
55.65% F1-score. [HTC22] proposed the PLM-ICD system,
focusing on document encoding with multi-label classifica-
tion. They employed a transformer-based encoding model
adapted to medical corpora. To handle a large set of la-
bels (e.g., MIMIC 3 with over 8,000 codes), they utilized
the Label-Aware Attention (LAAT) mechanism [VNN20]
and implemented a hierarchical method for long sequences.
PLM-ICD is the current state-of-the-art model, achieving
59.8%F1-score onMIMIC 3 [JPS+16b] and 50.4% onMIMIC
2 [SVR+11].

In the French context, [DCC+20] proposedConvolutional
Neural Networks (CNN) models with multi-label classifica-
tion system for ICD-10 code association. They utilized Fast-
Text vectors [BGJM16] for document encoding, considering
both the final labels and grouped families to reduce the class
count. Trained on a private dataset of 28,000 clinical docu-
ments, their model achieved an F1-score of 39% with 6,116

codes and 52% with 1,549 codes. In [MDS23], you can find
a summary of the state-of-the-art of the ICD coding mod-
els we just mentioned. In [TCL+23b], the authors utilized
a multi-label classification system as in [HTC22]. They ex-
perimented with various architectures based on transform-
ers models to address the challenges posed by a significant
number of codes and the size of input sequences. The au-
thors propose a code association system based on the most
frequent codes. The most advanced model from [TCL+23b]
currently represents the state-of-the-art in the task of associ-
ating ICD-10 codes in the French language.

3. De-identification System
In this section, we discuss the de-identification process.

We present the two de-identification steps (named entity recog-
nition and entity substitution) and our proposals in each of
them. The following is our guiding example that will be de-
veloped throughout this section.
ThreadExample. Consider the following fictional sentence.
It is typical of what can be present in a medical text docu-
ment of a hospital. "Mr. Durand born in Dijon, 40 years old,
was admitted to the hospital from 12/02/2020 to February
26, 2020 following a road accident in Dijon".
3.1. Named Entity Recognition

In section 3.1.1 we discuss the motivation for the need
to strengthen the NER step. In section 3.1.2, we present the
methodology for building the training dataset. Finally, in
section 3.1.3, we provide details on the architecture of our
NER model and the training process.
Thread Example. Figure 1 illustrates the result of a perfect
detection (NER) process applied to the threaded example.
HIPAA labels [CM18] with their descriptions are summa-
rized in Table 2.

Figure 1: Perfect NER of PHI entities on thread example.

3.1.1. Motivation and Global Overview
Achieving near-perfect scores in Named Entity Recogni-

tion (NER) is crucial for the successful de-identification pro-
cess. Undetected sensitive information poses a risk of doc-
ument re-identification. NER tasks are problem-dependent,
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Label Description
PER All names of persons

DATE All date sequences in all formats
LOC All geographical locations and zip codes
ORG Organizational entities
AGE Ages
TEL Phone Numbers
REF All references related to individuals
QID Any ID sequence

Table 2
Description of sensitive attributes based on the HIPAA law.

often lacking the ideal dataset for specific issues. The most
successful NER results in de-identification, as seen in lit-
erature, have been achieved by implementing English mod-
els on domain-specific datasets that are both consistent and
comprehensive. For the French language, datasets with suf-
ficient data to build an efficient model are rare, and as far
as we are aware, none exists in the medical domain. Conse-
quently, it becomes imperative to construct a suitable dataset
tailored to our application’s context—a medical corpus con-
taining all pertinent identifying attributes. With access to
such a dataset, we can leverage a Transformer-based NER
method.
3.1.2. Building a Labelled Dataset

As mentioned, the most challenging step involves find-
ing a sufficiently large dataset for implementing an accu-
rate model that encompasses all categories of sensitive in-
formation and is tailored to the medical corpus, especially
in French. Unfortunately, such a dataset is currently unavail-
able or not easily accessible to everyone. In [TCC+22], the
authors faced similar challenges, using theWikiNERdataset,
which had only a few tags and a very general vocabulary. To
address this limitation, they had to employ multiple methods
to integrate all categories into a de-identification tool. In this
work, conducted in collaboration with a French public hos-
pital, we have on-site access to a substantial set of unlabeled
medical notes. Our proposal involves members of the hos-
pital to semi-manually annotate a subset of these notes.

The process is illustrated in Figure 2. Given that there
may be a necessity to access these documents in subsequent
stages, this entity recognition process begins with deploy-
ing the de-identification step outlined in [TCC+22]. Conse-
quently, an automated pre-annotation phase is executed us-
ing the same tool presented in [TCC+22]. This step serves
merely an efficiency purpose. Subsequently, a third phase in-
volving human verification, correction, and enhancement of
these annotations is conducted, which constitutes the most
crucial step of this process. Thanks to this pre-annotation
phase, the entire annotation process took only 25 hours for
one individual (equivalent to 1 minute per file). The ensuing
dataset, labeled as FrenchHospitalNER, is thus de-identified
according to the methodology described in [TCC+22] and
includes tags suitable for Named Entity Recognition (NER)
based on the Transformer model. It comprises 14,925 sen-
tences.

Figure 2: FrenchHospitalNER Dataset Construction.

3.1.3. Supervised Learning on a Dedicated Labelled
Dataset

This section starts with the introduction of our model’s
architecture. Subsequently, we delve into the implementa-
tion details of supervised learning. Finally, we present an
evaluation of our model, drawing comparisons with existing
de-identification models.
Model Architecture: Transformer Based Approach

The accessibility of FlauBERT, a BERT-based pre-trained
French model, has influenced our decision to use this trans-
former. This choice is further supported by findings in [PdGS21],
demonstrating that language-specificmodels for French, such
as FlauBERT, yield improved results compared to multilin-
gual BERT models.
Fine-tuning Transformer Model

Starting with a pre-trained model like FlauBERT, the re-
maining task involves fine-tuning it on a smaller and more
specialized dataset. Instead of creating our text classifica-
tion or feature detection model from scratch, our approach
involves starting with the pre-trained BERT and adding a
classification layer i.e. a fully-connected layer. This is the
transfer learning process introduced by [HR18]. This pro-
cess is illustrated in Figure 3.
Training

The learning process has been executed using the afore-
mentioned dataset, employing a deep learning-based NLP
model as described earlier.

• theLearningRate controls the size of the update steps
along the gradient. Usually, a very small value is set
(10−4 in this work), so that the weights are less mod-
ified at each iteration, which avoids missing the opti-
mal values of the error function
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Figure 3: Deep Learning Model Architecture for NER.

• theDropout is a regularization technique for reducing
overfitting in neural networks. It is set to 0.1 in this
work, which means that 10% of selected neurons are
ignored during training

• theTrainingBatch Size is the number of training sam-
ples to work through before the model’s internal pa-
rameters are updated.

• the Maximum length defines the maximum number
of words in the sentences

• theNumber of epochs is the number of complete passes
through the training dataset.

The Named Entity Recognition (NER) model is formu-
lated as a multi-class classification task, where tags serve as
classes. The CrossEntropy error function [DBKMR05] is
well-suited for this purpose. For optimization through back-
propagation, the AdamW algorithm [LH17], one of the lat-
est advancements in optimizers known for its effectiveness
in neural network learning, is employed. The FrenchHos-
pitalNER dataset is randomly divided into training and test
sets at a ratio of 90/10.

In the realm ofmachine learning, the challenge lies in de-
termining the optimal values for hyper-parameters to achieve
the most accurate results. Various methods exist for hyper-
parameter optimization, including Grid or Random Search,
model-based Bayesianmethods. . . Studies, such as [BYC13],
indicate that Bayesian methods tend to yield more accurate
results. In this paper, the Tree-structured Parzen Estima-
tor [BBBK11], a classical Bayesian optimization algorithm
suitable for a classification model like ours, was employed
for hyper-parameter optimization. We conducted experiments
with different parameter combinations based on the Tree-
structured Parzen Estimator algorithm, as illustrated in Fig-
ure 4.

Figure 4: Hyper-parameter optimization process. Search do-
mains are provided for number of epochs, maximum length,
and batch size.

The training optimization process focused on three key
hyper-parameters: the number of epochs, the maximum text
length, and the batch size. Among all the hyper-parameter
configurations, the one with highest F1 score is number of
epochs = 20, maximum length = 128, and batch size = 64.
The model with such a configuration is further utilized in the
next Evaluation section.
3.1.4. Evaluation

To evaluate our model, we used the classical metrics:
Precision (P ), Recall (R), and F1-score4 which is an har-
monic mean of both.

To get a sense of the overall performance of the system,
we use the micro-average system. To be fair with [TCC+22],
HNFC hospital provides the same validation set already pre-
sented in [TCC+22] that will refer to as HNFC dataset.

4https://en.wikipedia.org/wiki/F-score
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HNFC dataset contains 375 documents of deceased pa-
tients fromHNFChospital. These documentswere pre-anno-
tated by the hybrid system proposed by [TCC+22] and then
weremanually annotated by the hospital staffwithDoccanno
manual annotation tool [NKK+18]. Given the automatically
pre-annotated files, the annotator is responsible for check-
ing, correcting and completing the possible errors produced
by the model. HIPAA attributes were formalized to avoid
ambiguity and multiple annotation criteria. To minimize the
risks, two annotators worked in parallel on the same files and
each annotation pair is then manually analyzed and merged
into an unique one. This work was performed by 6 people
during 6 hours. This process is illustrated in 5.

Figure 5: HNFC Dataset Construction.

The i2b2 dataset [SRU13] contains over 20,000 medical
labeled reports allowing examination of diverse biomedical
topics like automatic assignment of ICD-10 codes (as dis-
cussed later). When used by Dernoncourt et al [DLUS16],
only 40% of it is taken into consideration.

To establish a baseline, we evaluated various existing en-
tity detection solutions on the same evaluation dataset. Here
are the baseline models we integrated into our study:

• CamemBERT-ner [Pol] is a NERmodel that was fine-
tuned from camemBERT [MMOS+20] on WikiNER
dataset [NRR+13],

• MEDINA [GGN15] is a method that employs CRF to
label entities such as dates, phone numbers, email ad-
dresses, and URLs in medical texts written in French
language,

• FlauBERT-ner: Amodel built on deep learning from a
pretrained transformersmodel, FlauBERT, also trained
on Wiki-NER.

The results are detailed in Table 3. In this table, the high-
est scores in any language (resp. in French language only)
for each entity (PER, ORG, LOC. . . ) with respect to Pre-
cision, Recall and F1 metric are marked in bold, (resp. in
italic). In French language, this proposal significantly out-
performs all the approaches for almost all entities and for

the micro-average aggregation. The enhanced performance
can be attributed to the incorporation of a BERT-based layer,
enabling precise contextualization of the sequence. Com-
pared to English evaluation (on two distinct dataset), the re-
sults of this proposal are not as far from those presented
in [DLUS16], which is recognized as the state of the art.
Our comparatively lower score in the organization category,
when contrasted with the i2b2 model, can be attributed to
the informal structuring of organizations in medical docu-
ments, often in the form of abbreviations or isolated words.
Increasing the dataset is expected tomitigate such challenges
and contribute to overall improvements in scores across dif-
ferent categories.

The next step is substituting the detected entities, as de-
scribed in the next section.
3.2. Surrogate Generation Strategies

The challenge here lies in replacing personally identifi-
able information (PII) detected by Named Entity Recogni-
tion (NER) with relevant surrogates related to medical con-
tent while preserving privacy.

In the objective of preserving medical information, all
the entities do not have the same need of attention. For
instance, replacing a phone number by any other random
phone number does not change the medical information. On
the opposite side, replacing location and date entities with
random ones may lead to loose geographic epidemiological
data for the former and chronological aspect for the latter.

For name elements, a random andmemoïzation [EFM+19,
ACABX22] based algorithm preserving the affiliationwithin
the documents is provided in [TCC+22] and is kept here.
Thread Example. In the thread example, "Durand" could
be replaced by any name, for example, "Julien."

In contrast, temporal and location data inherently carry
information that is both medically critical and highly iden-
tifiable. This work will focus on these attributes, sanitized
with Local Differential Privacy based approach first recalled
hereafter. Local Differential Privacy [DJW13] formalizes
the algorithm’s robustness, and its definition is recalled in
next section.
3.2.1. Local Differential Privacy (LDP)

An algorithm adhering to the principles of Local Differ-
ential Privacy (LDP) should be applied before granting ac-
cess to the data curator, either by the data owner themselves
or as a pre-treatment input for the data curator.

Such an algorithm ensures that when a data owner pub-
lishes a sanitized output, it does not modify at all (from a
probabilistic point of view) the ability to distinguish between
him/her and the other data owners. As a consequence, the
wider the range of possible values (called sensitivity), the
greater the amplitude of the added noise.
Definition 1 (�-local differential privacy). A random mech-
anism satisfies �-local differential privacy if, for any pair
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Method CamemBERT-ner MEDINA FlauBERT-ner [TCC+22] PROPOSAL [DLUS16]
Dataset HNFC i2b2
Metric P R F1 P R F1 P R F1 P R F1 P R F1 P R F1
PER 89 99 93.8 98.2 97.7 98.2 91.8 97.6 94.6 96.3 99.8 98 97.2 98.9 98 98.2 99.1 98.6
ORG 7. 21.8 11.1 32.6 24.8 28.1 16.9 34.1 22.6 41.1 57.3 47.8 90 51 65.6 92.9 71.4 80.7
LOC 46 67.2 54.6 98.8 81.1 89.1 75.7 66.3 70.7 88.4 95.8 92 99.4 94.4 96.9 95.9 95.7 95.8
DATE NA 97.7 86.6 91.9 NA 97.7 86.7 91.9 99.2 95.7 97.4 99 99.5 99.2
AGE NA 91.5 66.9 77.3 NA 91.5 66.9 77.3 98.2 91.8 95 98.9 97.6 98.2
TEL NA 99.5 97.9 98.7 NA 99.5 97.9 98.7 99.4 99.8 99.6 98.7 99.7 99.2
REF NA NA NA NA 96.1 79.5 87 NA
QID NA NA NA NA 77.2 32 45.3 99.2 98.7 99
Mic.-avg. 70.8 51.5 59.6 98.2 91.2 94.5 85.8 86.7 86.3 94.6 94.9 94.7 98.5 96.4 97.4 98.3 98.5 98.4

Table 3
Comparison of NER metric results across diverse entities. The highest scores in any
language (resp in French language only) for each entity with respect to Precision, Recall
and F1 metric are marked in bold, (resp. in italic). NA stands for not addressed entity.

of input values v1, v2 in the domain of  and any possible
output y of :

Pr[(v1) = y] ≤ e� ⋅ Pr[(v2) = y]. (1)
LDP mechanisms [YLZ+20] are calibrated based on the

data types they handle, which include real and integer values,
among others. They are tailored to address various ques-
tions, such as frequency estimation, the identification of heavy
hitters, and joint distribution analysis. One prominent mech-
anism among these is the Laplace mechanism, which is di-
rectly applicable to numerical data.
Definition 2 (Laplacemechanism in an interval of amplitude
Δ). In the Laplacian mechanism, a numerical value v in an
interval of of amplitudeΔ is sanitized into a numerical value

Lap(v,Δ, �) = v + Lap
(Δ
�

)

(2)

where Lap
(

Δ
�

)

is the Laplace distribution centered in 0 and

whose scale parameter is Δ� .

Laplace mechanism is however not adapted if it is re-
quired to return a precise answer (i.e. without noise, lo-
cation name for instance). One solution is the exponential
mechanism[MT07] recalled here which is going to select the
sanitized output from a provided set element whilst preserv-
ing �-local differential privacy.

Definition 3 (Exponential mechanism [MT07]). Let v in a
domain  be the value to sanitized, be the set of possible
output sanitized data and U ∶  ×  → ℝ+ be a scoring
function with sensitivity ΔU . The exponential mechanism
sanitizes v to r with probability proportional to exp �U (v,r)2ΔU

.

3.2.2. Date and Age: Substitution Strategy
Let us first recall that applying a uniform shifting on

dates [ULS07, USLS08] is definitively not secure. Indeed
this shifting does not modify intervals between any temporal
event and these ones are almost unique as shown in [TCC+22].

In [TCC+22], to maintain the chronology of events the
following threefold approach is implemented. First, all tem-
poral events of the textual document are normalized into
[e0,… , en] an ordered sequence of dates expressed as d-m-
y, e0 being the current date and en the oldest one. Next,
the sequence [e0 − e1,… , en−1 − en] of duration between
consecutive dates is computed. The input domain is, there-
fore, ℝ+ with the absolute value representing the distance.
Then, the authors conclude that pertaining to the segmen-
tation of a dataset comprising dates into three distinct cat-
egories. These categories were defined based on temporal
spans, namely: less than 2 months, less than 2 years, and
more than two years. The primary objective of this segmen-
tation was to minimize the sensitivity, which corresponds to
the level of introduced noise in the data. However, it is im-
portant to note that even within the larger temporal category
(more than two years), the amount of introduced noise re-
mained substantial. This is due to the necessity of ensuring
the indistinguishability of sanitized dates with a consider-
able difference in temporal spans, such as 3 years and 80
years.

Therefore, it becomes imperative to conduct a more de-
tailed segmentation of the temporal space. Alternatively,
onemay consider allowing distinctions between certain dates,
especially when the original temporal intervals are signifi-
cantly apart. The core concept here revolves around the no-
tion that a differential privacymechanism should not forcibly
equate two dates that exhibit substantial temporal disparity.
Consequently, the level of privacy protection should be con-
tingent on the distance or dissimilarity between the values of
the elements requiring protection. This concept aligns with
the framework of �metric-privacy, as introduced in the work
by Alvim et al. [ACPP18], which is recalled below.
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Definition 4 (� metric-privacy). A randomized algorithm
satisfies the � metric-privacy if, for any pair of input values
v1, v2 in the domain of  with a metric d and any possible
output y of :

Pr[(v1) = y] ≤ e�.d(v1,v2) ⋅ Pr[(v2) = y]. (3)
Instinctively, � metric-privacy safeguards the precision

of confidential information: by introducing a metric into the
date space, it enables differentiation between an older date
(like date of birth) and a recent date (such as the date of
an operation last week). Simultaneously, it ensures that two
very recent dates (v1 and v2) at an extremely small distance
will likely produce the same output y.

It has also been demonstrated [CABP13] that the proper-
ties of composition and post-processing are possessed by an
algorithm that satisfies the �metric-privacy. We are then left
to implement a mechanism ensuring this �. metric-privacy
property for temporal events. In the same article, it has been
be further demonstrated that the mechanism that adds noise
following Lap

(

1
�

)

(i.e. the Laplace distribution centered in
0 and whose scale parameter is 1

� ) adheres to the � metric-
privacy property.
Property 1. Ensuring �metric-privacy by applying the Laplace
mechanism is equivalent to guaranteeing a property of Lo-
cal Differential Privacy with a Laplace mechanism whose
sensitivity is reduced to 1.

Proof. Let us consider the rate

Pr[(v1) = y]
Pr[(v2) = y]

= e
−|y−v1|

b

b
× b

e
−|y−v2|

b

(where b = Δ
� )

= e
|y−v2|−|y−v1|

b

≤ e
|v2−v1|�

Δ

Achieving �-metric privacy is thus equivalent to verify Local
Differential Privacy (LDP) when the sensitivity Δ is 1.

In all what follows, we consider the rate �
Δ to be equal

to 1. This approach could potentially be perceived as a pri-
vacy vulnerability. In the context of �-LDP, theΔ-amplitude
associated with this mechanism would be fixed at 1 day, as
opposed to the amplitude corresponding to individual cate-
gories, for instance, a substantial range like 100 × 365 days
for the largest category. Consequently, specific dates, such
as birthdays or medical intervention dates, are prone to sub-
stantial modifications. In contrast, age spans covering sev-
eral decades are less likely to be altered, thereby posing an
unsatisfactory outcome. This issue has been addressed in
the following manner. First, it is worth noting the following
observation: in a medical document containing a statement
such as "10 years ago," the intended interpretation is more
likely to be "approximately 10 years ago" rather than "on the
exact same day 10 years prior." This type of approximation is
also applicable when temporal events are expressed in terms

of months or weeks. The metric under consideration be-
comes unit-dependent, employing years (or months, weeks,
etc.) for events expressed in the corresponding units. As
a result of this adaptation, an individual’s age (measured in
years) is expected to undergo a modification by a few years,
for instance.

It is worth noting that, similar to classical differential
privacy approaches, the privacy global � budget is shared
among all the elements to be substituted. This sharing can
be either uniform or not, and in the absence of specific de-
tails, we assume it to be uniform in this context.
Thread Example. In our thread example, there are 2 de-
tected dates (expressed in days), 1 age expressed in years,
and 1 location (2 times duplicated), i.e. 4 contributions to
substitute. Due to the sequential composition theorem [KOV15]
of differential privacy, the epsilon budget must be distributed
among the various contributions of an individual. Each el-
ement will thus consume �

4 of the privacy budget, the last
quarter is dedicated to sanitizing location. The date substi-
tution process for this example is detailed in Figure 6. Thus,
40 years, whose unit, and thus whose metric is expressed in
years becomes 37 years. Similarly 02/12/2020 and Febru-
ary 26, 2020whose unit, and thus whose metric is expressed
in days respectively lead to 02/20/2020 and March 01, 2020.

Figure 6: Example of date substitution process on the thread
example.

3.2.3. Geographic Locations: Substitution Strategy
Geo-indistinguishability [BCP14] is widely accepted as

the de facto gold standard [XX15, FS14] for preserving loca-
tion privacy. This mechanism effectively realizes � metric-
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privacy (as recalled in definition 4) in the context of loca-
tions, which are represented as (x, y) coordinates within ℝ2.

In the de-identification context, as outlined in [TCC+22],
the authors employ geo-indistinguishability to introduce ran-
dom noise to the coordinates (x, y) of the location to be san-
itized, resulting in a new tuple (x′, y′). Subsequently, they
re-associate the location that is closest to this new tuple. This
method successfully safeguards privacy and provides a co-
herent substitute in the document. However, we contend that
it may not fully address the question of the document’s utility
in a medical context. The concern stems from the fact that
two locations that are geographically close to each other may
be far apart from a health perspective. For instance, what is
the In an example, this could lead to substituting the city of
Dijon with the village of Beze, located at a distance of 23
km. However, with the aim of preserving the medical utility
of the data, what is the relevance of this substitution when
considering that the former has approximately 160,000 in-
habitants and rates of cancer and stroke at 182 and 174, re-
spectively, while the latter has about 700 inhabitants with
cancer and stroke rates approximately equal to 1?

In the substitution of locations, it is desirable to ran-
domly select among locations that are not only close geo-
graphically but also close in a statistical sense, considering
factors such as population size, and in a medical sense, con-
sidering variables such as the incidence rate of all cancers,
the number of strokes, air pollution, radon levels, etc. The
key here is to express a distance between locations that incor-
porates statistical and medical features. Fortunately, many
institutional websites provide this local information freely56.

Table 4, within its blue-framed section, provides an ex-
cerpt for some cities in France. With features available for
each location, it is straightforward to calculate the distance
between them, such as the Euclidean distance, and then ap-
ply any Local Differential Privacy (LDP) mechanism capa-
ble of capturing this distance.

For instance, let’s consider a public database ofN lo-
cations, where each location i in, is represented as a n+2
length vector (xi, yi, c1i ,… , cni ), with (xi, yi) being the geo-
graphical coordinates, and (c1i ,… , cni ) representing features,which are normalized within the range [0, 1]. Let dji be thenorm of feature differences between the two locations j and
i, i.e. dji = ||(c1i − c

1
j ,… , cni − c

n
i )||2 ∈

[

0,
√

n
]

.
Let vj = [(1, dj1), (2, dj2),… , (j, 0),… , (N, djN )] bethe sequence of all distances between j and the other loca-

tions. In a practical situation, this sequence can be reduced
to the location distances (i, dji) such that the geographical
distance between i and j is lower than a given threshold
and the k smallest values of the distances, where values are
sorted in ascending order according to d. The sequence v′j =
[(i1, dji1 ),… , (ik, djik )] is this result. The setj = {i1,… , ik}constitutes the possible substitutes for the city j. Notice that
(i1, dji1 ) = (j, 0) since the smallest distance is 0 between j
and itself. The retained score function U ∶  × → ℝ+ is

5https://geodes.santepubliquefrance.fr/
6https://www.insee.fr/

defined by

U (j, i) =

{

1 − dji
√

n
if ij

−∞ otherwise (4)

Notice that √n is a normalization factor allowing the score
to belong to [0, 1]. This function is public and is not based
on any private data. The probability distribution function is
thus as follows:

Pj = [a.e�U (j,i1),… , a.e�U (j,ik), 0,… , 0] (5)

Where a =
(

∑k
i=1 e

�U (j,i)
)−1 is the normalization factor.

Notice this mechanism is an adaptation of the centralized
exponential mechanism with public data, i.e., without sensi-
tivity. The next section shows it verifies � metric-privacy.
Property 2. The mechanism defined in previous section ver-
ifies � metric-privacy.

Proof. According to the definition 4, for any ywhose proba-
bility distribution definition is not null we successively have

Pr[(v1)=y]
Pr[(v2)=y]

= ae�U (v1 ,y)

ae�U (v2 ,y)
= e�(1−d(v1,y))

e�(1−d(v2,y))

= e�(d(v2,y)−d(v1,y)) ≤ e�.d(v1,v2)

Clearly, the features to be integrated for this step should
be defined upstream in collaboration between the medical
teams (who have knowledge of the data) and the technical
teams.
ThreadExample. Using our examplewith the location "Di-
jon" and considering features like overall population, cancer
incidence rate, and strokes (as shown in blue in Table 4) for
a database of all cities in France.

The columns (’distance’ and ’scores’) represent, respec-
tively, the vector distance (Euclidean distance with normal-
ized features) and the results of the score function U from
Dijon to k = 10 ’nearby’ cities (according to features). Af-
ter applying the probability distribution function previously
detailed, we obtain the normalized distribution illustrated in
orange in Table 4. The random draw thus follows this distri-
bution.

According to memoization, all occurrences of the loca-
tion Dijon can be replaced by Besançon.

Therefore, the final result of the substitution step would
be: "Mr. Julien, born in Besançon, 37 years old, was ad-
mitted to the hospital from 02/20/2020 toMarch 01, 2020
following a road accident in Besançon."

4. Automatic ICD-10 Code Association
System
This section presents the ICD-10 automatic code associ-

ation task and outlines the challenges it poses. Within this
context, we present our proposed architecture that address
these challenges and the the experiments we have conducted.
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Table 4
Example input geographical and epidemiological data used in the sanitization of Dijon city.

4.1. ICD-10 code association task
To ensure accurate long-term follow-up, patient details

during their stay in a healthcare facility are typically docu-
mented in digital records, constituting the patient’s medical
record. These records, comprising operative reports, clini-
cal notes, medical correspondence, and other elements, are
authored by the attending physicians. In many countries,
each patient record is subsequently categorized according to
the International Classification of Diseases (ICD), a medi-
cal classification system managed by the World Health Or-
ganization (WHO) and globally adopted for encoding dis-
eases and other health conditions. This study focuses on
the 10th edition of the ICD (ICD-10) [O+92]. Automat-
ically associating ICD-10 codes with medical records has
emerged as a significant research challenge in the contem-
porary medical scientific community [CBS+16, BNKC+18,
VNN20, DCC+20, HTC22].
4.2. Challenges

Coding ICD codes involves assigning a set of codes to
a given medical record, constituting a multi-label text clas-
sification task. However, creating an efficient model for au-
tomating this ICD code association is a complex endeavor.

One primary challenge arises from the extensive num-
ber of ICD-10 codes, totaling around 140,000 distinct codes,
encompassing both procedure and medical codes. Achiev-
ing high accuracy by associating any of the 140,000 exist-
ing codes with a medical record is unrealistic without ac-
cess to a massive dataset, significant resources, and consid-
erable time. In practice, ICD-10 code association datasets
are notably smaller compared to the comprehensive ICD-10
code set. For instance, the English MIMIC-II and MIMIC-
III corpora contain 5,031 and 8,922 different codes (labels),
respectively. The substantial number of labels presents a
formidable challenge for conventional classification models.

Another significant challenge stems from the size ofmed-
ical records typically subject to ICD code association. Med-
ical notes often exceed the sequence limit that Transformer
architectures can handle, typically set at 512 words. As de-
picted in Table 5, the average size of medical notes in this
study’s dataset is approximately 747 words, surpassing the
capacity of conventional Transformer (encoders) models.

4.3. Dataset
A patient’s stay comprises a series of successive visits

to possibly different departments within the hospital. Each
department generates a clinical document detailing the pa-
tient’s experience during their stay in that specific depart-
ment. These clinical documents are utilized by medical cod-
ing specialists for the purpose of associating the relevant
ICD-10 codes. Consequently, we obtain a collection of un-
structured textual documents that correspond to the com-
prehensive patient stay, each associated with a set of codes.
These clinical documents encompass various types, such as
operating reports, discharge letters, external reports, or clin-
ical notes. The resulting dataset, referred to as the ICD-
10-HNFC dataset, thus constitutes a repository of groups of
medical documents each linked to associated codes. This
system is effectively illustrated in Fig. 7.

Figure 7: ICD-10-HNFC Dataset Construction.

However, the ICD-10-HNFC dataset remains a private
dataset containing sensitive information about individuals.
In the interest of privacy, we have applied our whole de-
identification approach, proposed in the previous section to
this dataset to produce a de-identified dataset that we will
refer to as ICD-10-DEID-HNFC. For all these �-metric pri-
vacy based algorithms, the privacy parameter � have been
set to 1 as well as the value of Delta. The choice of Δ The
selection of the Δ value is guided by Property 1, while the
choice of the � value is a compromise between utility and
privacy.

This process is illustrated in Figure 8. The training pro-
cess will then be experimented with on the ICD-10-DEID-
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Dataset Dataset
with class reduction

Documents 56000 -
Tokens 41868993 -

Average sequence length 747 -
Total ICD codes 416125 415830
Unique ICD codes 6160 1564

Codes with less than 10 ex. 3722 523
Codes with 100 ex. or more 641 471

Table 5
Descriptive statistics of ICD-10-HNFC dataset.

HNFC dataset.

Figure 8: ICD-10-DEID-HNFC Dataset Construction.

Class Reduction
Additionally, we delve into sub-dataset, incorporating the

association of the code families. It addresses the challenge
of large label set by reducing the codes to the first 3 charac-
ters, treated as a family. Instead of considering the raw codes
individually, they are grouped into families. This substan-
tial reduction in the number of classes to be handled by the
model is evident in Table 5. The "Code with less than 10 ex-
amples" category in this Table demonstrates that this reduc-
tion not only provides a more manageable number of classes
but also increases the frequency of codes in the dataset.
4.4. Model Architecture

This section introduces the various components of the
model architecture we have developed and provides justifi-
cation for the choices made in its design. As previously men-
tioned, given that we are working with the French language,
our approach involves fine-tuning pre-trained transformer-
based Frenchmodels, specifically CamemBERT [MMOS+20]
and FlauBERT, to implement the model architecture.
4.4.1. Global Document Representation

As previously highlighted, Transformers face a constraint
regarding the maximum number of tokens present in an in-
put sequence. Given that the average size of clinical notes
in the ICD-10-HNFC dataset surpasses this limit (747 ver-
sus 512, as shown in Table 5), conventional Transformers
become impractical. Recently, [DCDE22] provided a sum-
mary of available methods for processing long sequences

using Transformers, which includes hierarchical Transform-
ers and sparse-attention Transformers. Notably, the Long-
former model by [BPC20] falls into the category of sparse-
attention Transformers and can process up to 4096 tokens
per sequence, thereby overcoming this limitation.

However, as of now, there is no pre-trained Longformer
model available for the French language. Consequently, in
this paper, we opt for the hierarchical method to address the
challenge posed by the length of clinical notes in the dataset.

Hierarchical Transformers [PZV+19, DCDE22] are an
extension of the Transformers architecture. In this approach,
a documentD is initially divided into segments [t0, t1,… , t

|D|],each containing fewer than 512 tokens (the limit of Trans-
formers). These segments are then encoded independently
using a pre-trained Transformers model. Consequently, we
obtain a list of segment representations that must be aggre-
gated to form the complete document representation for D.
Various aggregation methods can be employed for this pur-
pose. The aggregator may compute the average of the repre-
sentations of all the segments in the document (mean pool-
ing), take the maximum value of the representations in each
dimension across segments (max pooling), or stack the seg-
ment representations into a single sequence. The resulting
aggregated sequence serves as input to the subsequent layer
in the model.
Classification of a Large Number of Labels

To address the challenge of dealing with a large set of
labels, given that ICD-10-HNFC contains more than 6,000
codes, we employed the Label-AwareAttention (LAAT) sys-
tem introduced by [VNN20], similar to the approach in [HTC22].
LAAT involves incorporating the labels into the document
representation, allowing it to capture essential text fragments
associated with specific labels.

Let H denote the stacked representation of an input se-
quence. Initially, a label-wise attention weight matrix Z is
computed as follows:

Z = tanℎ(V H)

A = softmax(WZ)

where V andW are linear transforms. The itℎ row of A rep-
resents the weights of the itℎ label. The softmax function is
performed for each label to form a distribution over all to-
kens. Then, the matrix A is used to perform a weighted-sum
ofH to compute the label-specific document representation:

D = HAT

The itℎ row of D represents the document representa-
tions for the itℎ label. Finally,D is used to make predictions
by computing the inner product between each row of D and
the related label vector.

In this paper, several architectures were experimented
with, including themodel without long sequence processing,
the model with long sequence processing using max/mean
pooling, and themodel with Label-AwareAttention (LAAT).
The overall architecture is illustrated in Fig. 9.
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Figure 9: Architecture of ICD-10 code association system.

5. Effect of de-identification on medical utility
In this section, we will evaluate the utility preservation

of the de-identification method presented in Section 3.
To measure the usefulness of de-identification, we use

the machine learning system we just addressed in section 4:
ICD-10 code association. This task is relevant for measur-
ing the usefulness of de-identification, because the data used
not only contain the sensitive information we are seeking
to de-identify, such as names, geographical locations, ages,
dates, etc., but also some of this information may influence
the medical analysis of the document (e.g. the patient’s age
may direct the analysis towards a certain code category, or
patients from the same location marked by a natural factor
may present the same pathologies, etc.). The usefulness of
de-identification will therefore be measured by the associa-
tion performance or errors with a learning technique before
and after the de-identification process. The construction of
the datasets is detailed below.
5.1. Methodology

This section presents the methodological approach used
to evaluate the utility of de-identification strategies. We be-
gin by introducing the de-identification strategies used to
construct the various datasets. Subsequently, we present the
machine learning system that facilitated the evaluation of
these different datasets.

5.1.1. De-identified datasets ICD-10-DEID-HNFC
and ICD-10-TAG-HNFC

We consider the original data, represented by the dataset
ICD-10-HNFC,which is described in Section 4.3. This dataset
is the input to generate the de-identified dataset ICD-10-DEID-
HNFC following differential privacy basedmethods presented
in Section 3.2 aiming at establishing our automatic associ-
ation system for ICD-10 codes. Notice that as previously
justified, the rate �

Δ is 1. The process of creating this de-
identified datasets is illustrated in Figure 8.

A second dataset ICD-10-TAG-HNFC has been gener-
ated by replacing each detected entity in ICD-10-HNFC by

its associated entity label: the city name "DIJON" in the doc-
ument is thus be replaced by the entity "LOC" (for location).
This de-identification approach is themost robust against po-
tential re-identification attacks. However, by removing the
values of the entities, they cannot be exploited for classifica-
tion purposes.
5.1.2. ICD-10 code Association system

After creating the various datasets, we implemented the
ICD-10 code association system inspired by [HTC22] based
on the architecture detailed in Section 4.4 to address the chal-
lenges mentioned earlier. The supervised learning process
(including training, validation, and evaluation), is then ap-
plied to the three datasets: ICD-10-HNFC, ICD-10-DEID-
HNFC, and ICD-10-TAG-HNFC. This process is illustrated
in Figure 10.

Figure 10: Approach to evaluate the utility of de-identification.

6. Experiments
This section presents the evaluations of the paper. Ini-

tially, we measure the utility of de-identification with a CIM
code association system inspired by [HTC22] on datasets
with various levels of de-identification. Then, we present the
results of different architectures developed within the scope
of this work on the original dataset.

The evaluation of our models is performed using com-
monly used classification performance measures: Precision,
Recall, andF1-score. Themicro-average system is employed
for aggregating the performances.
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Dataset Labels Precision Recall F1-score
ICD-10-HNFC

6160
0.47 0.46 0.47

ICD-10-DEID-HNFC 0.44 0.43 0.44
ICD-10-TAG-HNFC 0.43 0.41 0.42

Table 6
Evaluation of different datasets on the same validation dataset.

6.1. Experiments on the usefulness of
de-identification

Regarding the evaluation, we have chosen the main task,
which involves classifying all the codes present in the dataset
(6160 labels, as indicated in the dataset’s descriptive table
in 5). We apply the same performance criteria as those de-
scribed above, namely precision, recall, and the F1 score.
The experiments conducted on the three datasets with the
same instance of input data using the same parameters. The
results obtained are presented in Table 6.

We observe that the results obtained from the evaluations
show disparities among the datasets, despite using the same
learning process and validation data. These variations con-
firm, evenwithout considering the results, that de-identification
has an impact on the medical document analysis, specifically
regarding the association of ICD-10 codes.

The highest performance among the three datasets is ob-
tained from the evaluation of the original corpus ICD-10-
HNFC. This illustrates how the de-identification process leads
to a deterioration of the document’s utility. The evaluation
on the ICD-10-TAG-HNFC corpus resulted in the lowest F1score. Considering the evaluations conducted on the ICD-
10-DEID-HNFC and ICD-10-TAG-HNFC corpora, which
correspond to the de-identification proposed in this paper
and partial de-identification, respectively, it is clear that par-
tial de-identification is the one that most negatively affects
the document’s utility. The percentage gap between the orig-
inal corpus ICD-10-HNFC and the de-identified corpus ICD-
10-TAG-HNFC is approximately 12%. The de-identification
process described in Section 3 reduces this gap to 6.8%. This
reinforces the idea that the question of medical utility in the
context of de-identification is perfectly justified.
6.2. Experiments on original dataset:

ICD-10-HNFC
In this section, we present the experiments conducted on

the original dataset using various architectures. We compare
the outcomes with recent works, such as PLM-ICD [HTC22]
and CNN [DCC+20].
6.2.1. Models

Our initial experiments were conducted on the ICD-10-
HNFC dataset with class reduction (1564 labels), as outlined
in Table 7. These experiments encompassed all the archi-
tectures developed in this paper, as listed in Table 7. Sub-
sequently, we trained another model on the complete ICD-
10-HNFC dataset (6160 labels) using the architectures that
achieved the highest F1-score in the previous experiment.
The results are presented in Table 7. These findings affirm

Models Labels Precision Recall F1-score
FlauBERT (512 tokens)

1564

0.48 0.31 0.38
Hierarchical Mean FlauBERT 0.54 0.39 0.45
Hierarchical Max FlauBERT 0.53 0.40 0.46

FlauBERT + LAAT 0.57 0.51 0.54
CamemBERT + LAAT 0.56 0.53 0.55
FlauBERT + LAAT 6160 0.41 0.43 0.42

CamemBERT + LAAT 0.52 0.4 0.45

Table 7
ICD-10 association results of the different architectures on the
validation ICD-10-HNFC dataset.

Models Language Dataset Labels F1-score
PLM-ICD English MIMIC 2 5,031 0.5
[HTC22] MIMIC 3 8,922 0.59

[DCC+20] French [DCC+20] 6,116 0.39
1,549 0.52

PROPOSAL
French ICD-10-HNFC

6,160 0.45
1,564 0.55

[DCC+20] 6,160 0.27
1,564 0.35

Table 8
Results comparison with the previous work on ICD-10 Asso-
ciation. The state of the art works with their results are in
italic. The experiments done in this paper with ICD-10-HNFC
dataset are presented in the other part. The highest scores
in each part in relation to the number of labels are marked in
bold.

the impact of the different components within our architec-
tures. In summary, the LAAT approach outperforms the hi-
erarchical methods, which, in turn, surpass the base trun-
cated model.
6.2.2. Analysis

Table 8 showcases the model with the highest F1-scorefrom this paper alongside the results of previous work on
ICD-10 code association. Comparing these results is chal-
lenging due to the variation in evaluation datasets, and En-
glish works may benefit from specialized models such as
ClinicalBERT [AMB+19]. As a French baseline, we imple-
mented and trained the model proposed in [DCC+20] on the
ICD-10-HNFC dataset. The results are juxtaposed with our
proposal.

Our model significantly outperforms the classification
method used in [DCC+20]. On the same validation dataset,
with class reduction (1564 labels), the F1-score improves
from 0.35 (model proposed in [DCC+20]) to 0.55 with our
proposal, representing a 57% improvement. With the raw
codes (6160 labels), theF1-score improves from 0.27 to 0.45,
indicating a 66.6% improvement. The variance in scores
compared to PLM-ICD results may be attributed to the use
of a context-specific (medical) Transformers with a vocabu-
lary more tailored to the content of medical documents.
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7. Discussion
An observation potentially raised regarding this research

could pertain to the utilization of models deemed "outdated"
in comparison to those relying on Large Language Mod-
els . Nevertheless, this can be mitigate by considering two
fundamental points. Firstly, our study focused on the spe-
cific domain of medical French, for which, to the best of
our knowledge, there exists no appropriate substantiation of
LLM. Secondly, due to confidentiality imperatives, all stages
of development and experimentation were conducted within
the hospital site. This particularity resulted in a complexi-
fication of the process, given that the potentially accessible
hardware significantly differs from that typically available
in a conventional computing environment, and data access
is subject to stringent regulations aimed at facilitating our
approach. These constraints unquestionably extended the re-
quired duration for project completion, a consideration par-
ticularly detrimental in the current temporal context.

8. Conclusion
This paper addresses the de-identification ofmedical data

for medical analyses within the framework of scientific re-
search. Firstly, we tackle the de-identification task itself,
which encompasses the Named Entity Recognition (NER)
task and the generation of substitutes. For the Named En-
tity Recognition, an existing, comprehensive but imperfect
de-identification approach was used to internally construct
a new and substantial dataset of medical records (approxi-
mately 15,000 sentences). Leveraging this large labeled dataset,
deep learning was implemented with a Transformer-based
architecture. The results obtained represent the state-of-the-
art in the French language and are as precise as those achieved
in English.

To substitute the detected sensitive information, we in-
tegrate the notion of medical utility through the differential
privacy mechanism based on a metric (� metric-privacy),
mainly at the level of attributes that can impact medical anal-
ysis, such as temporal data (dates and ages) and geograph-
ical locations. To evaluate the proposed de-identification
strategies, we place this work in a direct application context,
which is the association of ICD-10 codes.

We start by addressing the scientific challenges of ICD-
10 code association, which is a multi-label text classification
task, namely the significant number of ICD-10 codes and the
size of medical data. In this paper, we propose the most ac-
curate model to date for the automatic association of ICD-10
codes in the French language. Subsequently, we used this
machine learning system to evaluate our de-identification
approach. This evaluation confirmed the preservation of util-
ity in our approach compared to conventional de-identification
methods (e.g., substituting attributes with their labels).

Even if the presented approach meets the requirements
regarding privacy protection by incorporating differential pri-
vacy, resulting datasets are not immune from a re-identification
or membership attack on the dataset. Therefore, even de-
identified datasets cannot be disseminated. The question of

the risk of re-identification of de-identified documents re-
mains complex. An in-depth analysis of vulnerabilities and
potential attacks against the algorithms proposed in this pa-
per is necessary an is planed as a future work to provide a
more precise answer to this question.

Finally, hospitals publishing ICD-10 codes generate tem-
poral statistics for institutions and receive funding based on
care provided, with codes serving as a summarized version.
The objective can thus be seen as more medically adminis-
trative than purely medical. On the opposite, using personal
data, even de-identifid one inmedical research falls under the
application of the French law Jardé7, which is much stricter
and takes longer to implement. The theoretical and practical
approaches taken in this article, both in de-identification and
classification, can also serve in such contexts.

This study empirically demonstrated that the utility of
the de-identification process decreased by 12% (in terms of
a classification score) when replacing each entity with its
TAG. It decreased by 6.8% when using an �-LDP approach,
where the ratio b = �

Δ is 1. Formally, substituting an entity
with its TAG corresponds to de-identification with b = 0,
and not modifying the attributes corresponds to b = ∞.
Between these extreme values, we plan to evaluate how the
classification score evolves as a function of the ratio b. As
application future work, we plan to detect treatment path-
ways disrupted by healthcare-associated infections
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