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• Context, motivation and objectives

• Approach for Risk-Based Security Testing 

• Illustration of the end-to-end process

• Conclusion and future work

Agenda
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• FP7 RASEN project (2012-2015)
Compositional Risk Assessment and Security Testing of Networked Systems

– Strengthen European organisations’ ability to conduct security 
assessment of  large scale networked systems 

• taking into account the context in which the system is used, such as 
liability, legal, organisational and technical issues,

• through the combination of compliance management security risk 
assessment and security testing.

Context
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Motivation of the RASEN project
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• Security and risk-based testing approach to guide the security testing
using a systematic derivation of test cases from risk assessment results.

Contents of the presentation
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Security testing: state of the practice
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SAST vs DAST – Top 25 / 2011
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• To provide a systematic guidance for DAST 
security testing techniques from risk assessment 

• To automate test case derivation and execution 
using model-based security testing techniques 

• To support compositional analysis to manage 
large scale networked system in complex 
environments 
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Objectives of the testing approach
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Risk-Based Security Testing process
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RASEN toolchain overview

10

Requirements

Risk 
model

Test Pattern
Catalogue

Test Purpose
CatalogueBehavioral and

environmental
Test Model

Selected Test
Patterns with 

associated risk

Security Test
Strategies

Security test cases 
including

fuzzing directives

JUnit test scripts
including 

fuzzing directives

Fuzzing 
Strategies

Model-Based Security Testing with Test Patterns



September 16-18 2014, Munich, Germany

Use case: InfoWorld MediPedia
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Medipedia is a web service that:
• allows patients to collect and organize all medical information, from 

multiple healthcare providers in a single health record,
• provides both public and secured username and password based access 

(public and secured information managing patient medical records).
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1. Risk assessment inputs
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• Using the CORAS approach to provide test case identification and 
prioritization based on the risk analysis:
– Definition of selected test procedures from identified risk 
– Prioritization of the test procedures regarding risk assessment results

Risk identification and prioritization
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Risk model in CORAS tool
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• Security test patterns are typically 
related to vulnerability catalogues

– MITRE CWE & CAPEC
– OWASP Top 10

• Solution
– one or more test design technique 

and corresponding strategies, test 
effort and effectiveness

• Test Data
– instructions for crafting test data
– references to test data libraries or 

generators

• Tools
– references tools that can be used to 

generate and execute such test cases

Link to Security Test Patterns
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Pattern Name A meaningful name for the pattern, e.g. the name of the weakness. 

CWE-ID(s) The IDs of a weakness from the Common Weakness Enumeration. 

Weakness 
Description 

A high-level description of the weakness. 

Solution How the weakness could be revealed manually. 

Test Design 
Technique 

Test design technique that is able to find the weakness. 

Test Strategies Test strategies specific for a certain test design 
technique that shall be applied in order to generate test 
cases for the weakness in question. 

Effort The effort to generate and execute such test cases on a 
scale with the values ‘low’, ‘medium’, and ‘high’- 

Effectiveness How effective is the test design technique in finding 
such a weakness (how many test cases are necessary 
to find one weakness, how many weaknesses might be 
missed). 

Description of 
Test Coverage 
Items 

Informal description of items to be covered by test cases created on basis of a 
pattern.  

Metrics Appropriate test and coverage metrics. These will be developed in Task T4.3. 
This field is omitted within this deliverable. 

Discussion A short discussion on the pitfalls of applying the pattern and the potential 
impact it has on test design in general and on other patterns applicable to that 
same context in particular. 

Test Data Actual or references to test data and test data generators. 

Tools References to tools appropriate for test case generation and execution. 

Generalization of References to other security test patterns that are specializing this pattern. 

References  References to OWASP Top 10 weaknesses CWE descriptions, related 
CAPEC attack patterns 

 

Generic 
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2. Test model design
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• Testing artefacts are composed of:
– A functional and behavioral model of the application under test
– A set of test purposes, selected from risk assessment model 

(identification phase), to drive the test generation
– The prioritization of the risk assessment model to apply an 

appropriate test coverage

• Smartesting Test Purpose Language is used to represent 
Security Test Patterns into a machine-readable language:
‒ Designed for security means
‒ Textual language based on regular expressions
‒ Reasons in term of states to be reached and operations to be 

called

Test model and testing directives
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Behavioral model design using DSML
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• Behavioral modeling notation is based on UML metamodel:
‒ Class diagrams specify the static structure (points of control and observation)
‒ Object diagrams specify concrete business entities 
‒ State diagrams graphically describe its behavioural characteristics

Generic 
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State diagram from DSML
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Test Purpose derivation
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Automatic derivation from Test Pattern to Test Purpose:
• Linked to model by using keywords
• Testing directives inherited from Test Patterns

Generic 

Model-Based Security Testing with Test Patterns



September 16-18 2014, Munich, Germany

3. Security test generation
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Test cases are automatically generated using Smartesting CertifyIt
by composing behavioral models and test purposes:

• For one Test Purpose, several (or many) test cases by:
• Applying usual Test Purpose coverage criteria
• Applying behavioral fuzzing strategy given from Test Patterns

• Traceability management from security requirements to 
generated tests is build-in 

Result: a suite of abstract security test cases

Test generation strategies
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Test generation results using CertifyIt
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4. Test concretization for execution
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Generation of executable test scripts
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JUnit test scripts are automatically generated by CertifyIt using an 
adaptation layer concretizing abstract data into concrete values:

• For one abstract test case, several (or many) executable 
test cases by:
• Using a set of selected test data given from Test Patterns
• Applying data fuzzing strategy given from Test Patterns

• Traceability management from security requirements to 
executable tests is build-in 

Result: a set of executable security test scripts
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Tests Execution in JUnit environment
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• Extended security test patterns for risk-based test case generation
• Formalization of security test patterns into test purpose language to drive 

the risk-based test generation
• Risk-based testing approach combining RASEN partners risk assessment 

and testing techniques: 
– Risk identification and prioritization using CORAS method
– Import of risk assessment results from CORAS tool into CertifyIt
– Test purpose generation method (CertfyIt)
– Behavioral and data fuzzing strategies (Fuzzino)

• Definition of more accurate testing strategies regarding risk prioritization
• Extension of security test patterns and related test purposes
• Improvements of the tool integration (especially Test Purpose / fuzzing)
• Deeper use case evaluation, especially to validate the approach regarding 

large scale systems

Conclusion and future work
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Thank you for your attention!

Questions and Comments?
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The project can also be followed on Twitter & LinkedIn:
@RASENProject
#RASENProject
http://www.linkedin.com/groups?home=&gid=7429037

http://www.rasenproject.eu/
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